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national security. The RUSI Journal, 158(5), 18-25.
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Abstract

The study aimed to identify the social and economic dimensions of
cybercrime, analyze the challenges and threats facing Egyptian
national security as a result of cybercrime, how did cybercrime affect
the emergence of new patterns of Egyptian national conflict, and what
is the strategy of the Arab Republic of Egypt in confronting
cybercrime? The study used a social survey approach on a stratified
sample of 500 individuals from Fayoum University youth from practical
and theoretical faculties, using a questionnaire tool. Among the most
important results reached by the study:

—-The study found that cybercrime increases directly through electronic
emails by sending some fake emails that contain some viruses that
help in penetration, to steal information and money and disrupt vital
systems, and that there are many ways to avoid hacking, the most
prominent of which is the use of strong passwords for each account. .
-The results of the study found that the social and economic
dimensions of cybercrime are poverty, digital illiteracy, unemployment,
social and political marginalization of the individual, and the excessive
curiosity that he suffers from. So the individual resorts to proving

himself by violating the privacy of others. Cybercrimes are
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characterized by characteristics that distinguish them from other
crimes, as they are committed in an environment It is virtual and does
not leave a physical trace, making it difficult to detect.

-The results of the study concluded that potential threats to
cybercrime include electronic hacking and cyberespionage through
exploiting security vulnerabilities in the cyber infrastructure to access
sensitive, confidential, and security information about governments,
companies, and vital institutions. This information may be used to
influence national decisions and industrial espionage.

—The results of the study found that one of the potential threats to
cybercrime that threatens Egyptian national security is cyberwars. A
state or a terrorist group may carry out attacks for the purpose of
compromising the country’s infrastructure, and its military, intelligence,
and economic capabilities, and this affects national security.

—The results of the study found that among the threats facing Egyptian
national security as a result of cybercrime is electronic extremism and
its impact on the country’s political systems, where the misuse of
social networking sites and digital platforms to spread extremist ideas

to influence public opinion and the political process in Egypt, and
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exploiting the masses and the power of social media to achieve goals.
Politically to stir up strife and divisions within the people.

—The results of the study concluded that among the strategies used to
combat cybercrime is the strategy of international cooperation,
because cybercrime crosses borders, so information and experiences
must be exchanged, as legal aid is crucial for countries to solve any
problem.

—The results of the study concluded that among the strategies used to
combat cybercrime is the strategy of enhancing training and
qualification: appropriate training must be provided to security
personnel so that they have sufficient experience to deal with
cyberthreats to collect digital evidence about any crime and analyze it
in the appropriate manner.

—The results of the study found that among the strategies used to
combat cybercrime is a quick response strategy and the development
of a contingency plan for cyberattacks. There must be contingency
plans and the necessary preparations to recover data, repair damaged
systems, define responsibilities and procedures, and provide
accountability.

Keywords: cybercrime — national security — cyberspace
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